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Communications 
regarding 
theft delivered 
to brokers 
and group 
administrators 
via e-mail

5
5 6 7 12 13 14 15

Notice letter 
sent to the 
Secretary of the 
Department 
of Health and 
Human Services

Statement  
on hard drive 
theft posted to 
bcbst.com and 
issued to media

Protecting 
personal data 
section added  
to bcbst.com 

Communications 
on BlueCross 
activity regarding 
theft with 
FAQs delivered 
to brokers 
and group 
administrators 
via e-mail Updated 

statement  
on hard drive 
theft posted  
to bcbst.com
and issued to 
media

19 26

Hard 
drive theft 
discovered 
at Eastgate 
Town 
Center

Incident 
Response 
Team 
identified 
and 
initiated

Data 
Analysis 
Team 
identified 
and 
initiated

BlueCross 
begins 
audit of 
video files

Kroll 
begins 
on-site 
assessment

Kelly 
Temp class 
begins 
training for 
audit

BlueCross 
prepares 
Kroll audio 
filter list

2 9 13 15 16 19 20 23

Communications 
regarding group 
notification 
process 
delivered to 
brokers via 
e-mail

Notice delivered 
to all national 
credit bureaus: 
Equifax, 
Experian and 
TransUnion

Notification 
to current and 
termed groups 
with member 
letters delivered 
via U.S. Mail

Updated 
statement  
on hard drive 
theft posted  
on bcbst.com 
and issued to 
media 
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Kroll 
OnTrack 
begins 
audit of 
audio and 
video files

BlueCross 
adds 
additional 
audit 
rooms in 
Gateway 
Building

BlueCross 
requests 
information 
on credit 
monitoring 
and theft 
identity 
product

BlueCross 
Eastgate 
Response 
Call Center 
set-up BCBST 

Eastgate 
Response 
Call Center 
staff 
training 
complete

Kroll 
identified 
to perform 
mailing 
processes 
and 
provide 
identity 
theft 
protection

BlueCross 
Eastgate 
Call Center 
active

Equifax 
identified 
to provide 
credit 
monitoring 
services

3 4 7 15

Kroll 
IDTheft 
Smart Call 
Center 
active

BlueCross 
audit of 
video calls 
completed

22

Required 
HITECH Act 
notice posted  
to bcbst.com 
and issued to 
media

Required 
HITECH Act 
notice to states 
with 500+ 
affected begins 
and issued to 
media

DECEMBER 2009 JANUARY 2010

5
4 5 12 13 15 19 26 27

Kroll 
audit of 
video and 
audio calls 
completed

LifeLock 
product 
selected 
for minors

Updated 
notification to 
current and 
termed groups 
with member 
letters delivered 
via U.S. mail

Updated 
progress report 
communications 
to brokers 
and group 
administrators 
delivered via 
e-mail

Progress report 
communications 
to brokers 
and group 
administrators 
delivered via 
e-mail

OCTOBER 2009 NOVEMBER 2009

BlueCross begins 
to formerly 
respond to 
media inquiries

Eastgate Hard 
Drive Theft  
page added  
to bcbst.com 
with FAQs and 
issued to media

Eastgate Hard 
Drive Theft 
page updated 
on bcbst.com 
with additional 
FAQs and 
issued to 
media

Restoration and 
configuration 
of hard drive 
backup tapes

Rolling Tier 3 
notifications 
delivered via 
U.S. Mail
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