Privacy Practices
Important Privacy Practices Notice

Important Privacy
Information
This notice describes how health plan information
about you may be used and disclosed and how
you can get access to this information. Please
review it carefully.

Legal obligations
BlueCross BlueShield of Tennessee, Inc. and some subsidiaries and
affiliates (BlueCross) are required to: maintain the privacy of all health
plan information, which may include your name, address, diagnosis
codes, etc. as required by applicable laws and regulations (hereafter
referred to as “legal obligations”); provide this notice of privacy
practices to all members; inform members of the company’s legal
obligations; and advise members of additional rights concerning their
health plan information. BlueCross must follow the privacy practices
contained in this notice from its effective date until this notice is
changed or replaced.
BlueCross reserves the right to change its privacy practices and the
terms of this notice at any time, as permitted by the legal obligations.
Any changes made in these privacy practices will be effective for
all health plan information that is maintained, including health plan
information created or received before the changes are made. All
members will be notified of any changes by receiving a new notice of
the company’s privacy practices.
You may request a copy of this notice of privacy practices at any time
by contacting BlueCross at the address on the back of this notice.

Please review this notice carefully and keep it on file for reference.

Questions and complaints
If you want more information concerning
the company’s privacy practices or have
questions or concerns, please contact the
Privacy Office.
Contact the Privacy Office if you: are
concerned that the company has violated
your privacy rights; disagree with a decision
made about access to your health plan
information or in response to a request
you made to amend or restrict the use or
disclosure of your health plan information;
or want to request that the company
communicate with you by alternative
means or at alternative locations; please
contact the Privacy Office. You may also
submit a written complaint to the U.S.
Department of Health and Human Services.
The company will furnish the address
where you can file a complaint with the U.S.
Department of Health and Human Services
upon request.
The company supports your right to protect
the privacy of your health plan information.
There will be no retaliation in any way if you
choose to file a complaint with BlueCross or
subsidiaries and affiliates, or with the U.S.
Department of Health and Human Services.

Orginizations covered by
this notice
This notice applies to the privacy practices
of BlueCross BlueShield of Tennessee, Inc.
and may apply to some subsidiaries and
affiliates. Health plan information about
members may be shared among these
organizations as needed for treatment,
payment or health care operations. As
the company procures or creates new
business lines, they may be required to
follow the terms defined in this notice of
privacy practices.
Subsidiaries or affiliates that do not
receive or have access to your health plan
information and are to be excluded from this
notice of privacy practices include the nonhealthcare components of Golden Security
Insurance Company, Southern Health Plan,
Inc. and Tennessee Health Foundation, Inc.
BlueCross BlueShield of Tennessee
The Privacy Office
1 Cameron Hill Circle
Chattanooga, Tennessee 37402
Phone: (888) 455-3824
Fax: (423) 535-1976
E-mail: privacy_office@bcbst.com
For additional information, including
TTY/TDD users, please call the
Privacy Office at 1-888-455-3824.
Para obtener ayuda en español,
llame al 1-888-455-3824.

Uses and Disclosures
of Your Information
Your health plan information may be used and disclosed for
treatment, payment and health care operations.

For example:
Treatment: Your health plan information
may be disclosed to a health care provider
that asks for it to provide treatment.
Payment: Your health plan information
may be used or disclosed to pay claims for
services or to coordinate benefits, which are
covered under your health insurance policy.
Health care operations: Your health plan
information may be used and disclosed
to determine premiums, conduct quality
assessment and improvement activities,
to engage in care coordination or case
management, accreditation, conducting
and arranging legal services, fraud
prevention and investigation, wellness,
disease management, and for other similar
administrative purposes.
Authorizations: You may provide written
authorization to use your health plan
information or to disclose it to anyone
for any purpose. You may revoke your
authorization in writing at any time. That
revocation will not affect any use or
disclosure permitted by your authorization
while it was in effect. BlueCross cannot use
or disclose your health plan information,
except those described in this notice,

without your written authorization.
Examples of where an authorization
would be required include: most uses
and disclosures of psychotherapy notes
(if recorded by a covered entity); uses
and disclosures for marketing purposes;
disclosures that constitute a sale of Personal
Health Information (PHI); other uses and
disclosures not described in this notice.
Personal Representative: Your health
plan information may be disclosed to a
family member, friend or other person as
necessary to help with your health care
or with payment for your health care. You
must agree that the company may do so, as
described in the Individual Rights section of
this notice.
Plan sponsors: Your health plan
information, and the health plan information
of others enrolled in your group health plan,
may be disclosed to your plan sponsor
in order to perform plan administration
functions. Please see your plan documents
for a full description of the uses and
disclosures the plan sponsor may make
of your health plan information in such
circumstances.

Underwriting: Your health plan information
may be received for underwriting, premium
rating or other activities relating to the
creation, renewal or replacement of a
health insurance or benefits contract. If
the company does not issue that contract,
your health plan information will not be
used or further disclosed for any other
purpose, except as required by law.
Additionally, health plans are prohibited
from using or disclosing genetic information
of an individual for underwriting purposes
pursuant to the Genetic Information
Nondiscrimination Act of 2008 (GINA).

Your death: If you die, your health plan
information may be disclosed to a coroner,
medical examiner, funeral director or organ
procurement organization.

Marketing: Your health plan information
may be used to provide information
about health-related benefits, services
or treatment alternatives that may be of
interest to you. Your health plan information
may be disclosed to a business associate
assisting us in providing that information
to you. We will not market products or
services other than health-related products
or services to you unless you affirmatively
opt in to receive information about nonhealth products or services we may be
offering. You have the right to opt out of
fundraising communications.

Victim of abuse: If you are reasonably
believed to be a victim of abuse, neglect,
domestic violence or other crimes, health
plan information may be released to the
extent necessary to avert a serious threat
to your health or safety or to the health or
safety of others. Health plan information may
be disclosed, when necessary, to assist law
enforcement officials to capture an individual
who has admitted to participation in a crime
or has escaped from lawful custody.

Research: Your health plan information may
be used or disclosed for research purposes,
as allowed by law.

As required by law: Your health plan
information may be used or disclosed as
required by state or federal law.
Court or administrative order: Health plan
information may be disclosed in response
to a court or administrative order, subpoena,
discovery request, or other lawful process,
under certain circumstances.

Military: Health plan information of
Armed Forces personnel may be disclosed
to military authorities under certain
circumstances. Health plan information
may be disclosed to authorized federal
officials as required for lawful intelligence,
counterintelligence, and other national
security activities.

Individual rights
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Designated record set: You have the
right to look at or get copies of your
health plan information, with limited
exceptions. You must make a written
request, using a form available from
the Privacy Office, to obtain access
to your health plan information. If you
request copies of your health plan
information, you will be charged 25¢
per page, $10 per hour for staff time
required to copy that information, and
postage if you want the copies mailed
to you. If you request an alternative
format, the charge will be based upon
the cost of providing your health plan
information in the requested format. If
you prefer, the company will prepare
a summary or explanation of your
health plan information for a fee. For
a more detailed explanation of the fee
structure, please contact the Privacy
Office. The company requires advance
payment before copying your health
plan information. We will provide this
information to you in a timely manner.
Accounting of disclosures: You have
the right to receive an accounting of
any disclosures of your health plan
information made by the company or a
business associate for any reason, other
than treatment, payment, or health care
operations purposes within the past
six years. This accounting will include
the date the disclosure was made,
the name of the person or entity the
disclosure was made to, a description
of the health plan information disclosed,
the reason for the disclosure and
certain other information.

If you request an accounting more than
once in a 12-month period, there may
be a reasonable cost-based charge for
responding to those additional requests.
Please contact the Privacy Office for a
more detailed explanation of the fees
charged for such accountings.
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Restriction requests: You have
the right to request restrictions on
the company’s use or disclosure of
your health plan information. The
company is not required to agree to
such requests. The company will only
restrict the use or disclosure of your
health plan information as set forth in a
written agreement that is signed by a
representative of the Privacy Office on
behalf of the company.
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Breach notice: You have the
right to receive a notice following
a breach of unsecured protected
health information. The notice of a
breach of unsecured protected health
information shall at a minimum include
the following: the date of the breach;
the type of data disclosed in the
breach; who made the non-permitted
access, use or disclosure of unsecured
protected health information; who
received the non-permitted disclosure;
and what corrective business action
was or will be taken to prevent
further non-permitted access, uses
or disclosures of unsecured protected
health information.
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Confidential communications: If
you reasonably believe that sending
health plan information to you in
the normal manner will endanger
you, you have the right to make a
written request that the company
communicate that information to you
by a different method or to a different
address. If there is an immediate
threat, you may make that request by
calling a BlueCross Member Service
Representative or the Privacy Office
at 1-888-455-3824. Follow up with
a written request is required as soon
as possible. The company must
accommodate your request if it is
reasonable, specifies how and where
to communicate with you, and
continues to permit collection of
premium and payment of claims
under your health plan.
Amendment requests: You have
the right to make a written request
that the company amend your health
plan information. Your request must
explain why the information should be
amended. The company may deny your
request if the health plan information
you seek to amend was not created
by the company or for other reasons
permitted by its legal obligations. If
your request is denied, the company
will provide a written explanation of
the denial.

If you disagree, you may submit a
written statement that will be included
with your health plan information. If
the company accepts your request,
reasonable efforts will be made to
inform the people that you designate
about that amendment. Any future
disclosures of that information will
be amended.
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Right to request written notice:
If you receive this notice on the
company’s website or by email, you
may request a written copy of this
notice by contacting the Privacy Office.

BlueCross BlueShield of Tennessee

BlueCross BlueShield of Tennessee (BlueCross)
complies with applicable Federal civil rights laws and
does not discriminate on the basis of race, color, national
origin, age, disability or sex. BlueCross does not exclude
people or treat them differently because of race, color,
national origin, age, disability or sex.
BlueCross:
• Provides free aids and services to people with
disabilities to communicate effectively with us, such
as: (1) qualified interpreters and (2) written information
in other formats, such as large print, audio and
accessible electronic formats.
• Provides free language services to people whose
primary language is not English, such as: (1) qualified
interpreters and (2) written information in other
languages.
If you need these services, contact a consumer advisor
at the number on the back of your Member ID card or
call 1-800-565-9140 (TTY: 1-800-848-0298 or 711).
If you believe that BlueCross has failed to provide
these services or discriminated in another way on
the basis of race, color, national origin, age, disability
or sex, you can file a grievance (“Nondiscrimination
Grievance”). For help with preparing and submitting
your Nondiscrimination Grievance, contact a consumer
advisor at the number on the back of your Member ID card
or call 1-800-565-9140 (TTY: 1-800-848-0298 or 711).
They can provide you with the appropriate form to use
in submitting a Nondiscrimination Grievance. You can
file a Nondiscrimination Grievance in person or by mail,
fax or email. Address your Nondiscrimination Grievance
to: Nondiscrimination Compliance Coordinator; c/o
Manager, Operations, Member Benefits Administration;
1 Cameron Hill Circle, Suite 0019, Chattanooga, TN
37402-0019; (423) 591-9208 (fax); Nondiscrimination_
OfficeGM@bcbst.com (email).
You can also file a civil rights complaint with the U.S.
Department of Health and Human Services, Office for
Civil Rights, electronically through the Office for Civil
Rights Complaint Portal, available at https://ocrportal.
hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at:
U.S. Department of Health and Human Services,
200 Independence Avenue SW., Room 509F, HHH
Building, Washington, DC 20201, 1–800–368–1019,
800–537–7697 (TDD). Complaint forms are available at
http://www.hhs.gov/ocr/office/file/index.html.
BlueCross BlueShield of Tennessee, Inc., an
Independent Licensee of the BlueCross BlueShield
Association
BlueCross BlueShield of Tennessee is a Qualified
Health Plan issuer in the Health Insurance Marketplace.
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ATENCIÓN: si habla español, tiene a su disposición servicios gratuitos de asistencia
lingüística. Llame al 1-800-565-9140 (TTY: 1-800-848-0298).
 )رﻗﻢ800-565-9140-1  اﺗﺼﻞ ﺑﺮﻗﻢ. ﻓﺈن ﺧﺪﻣﺎت اﻟﻤﺴﺎﻋﺪة اﻟﻠﻐﻮﯾﺔ ﺗﺘﻮاﻓﺮ ﻟﻚ ﺑﺎﻟﻤﺠﺎن، إذا ﻛﻨﺖ ﺗﺘﺤﺪث اذﻛﺮ اﻟﻠﻐﺔ:ﻣﻠﺤﻮظﺔ
800-848-0298-1 :ھﺎﺗﻒ اﻟﺼﻢ واﻟﺒﻜﻢ
注意：如果您使用繁體中文，您可以免費獲得語言援助服務。請致電 1-800-565-9140
(TTY:1-800-848-0298) 。
CHÚ Ý: Nếu bạn nói Tiếng Việt, có các dịch vụ hỗ trợ ngôn ngữ miễn phí dành cho
bạn. Gọi số 1-800-565-9140 (TTY:1-800-848-0298).
주의: 한국어를 사용하시는 경우, 언어 지원 서비스를 무료로 이용하실 수 있습니다.
1-800-565-9140 (TTY: 1-800-848-0298) 번으로 전화해 주십시오.
ATTENTION : Si vous parlez français, des services d’aide linguistique vous sont
proposés gratuitement. Appelez le 1-800-565-9140 (ATS : 1-800-848-0298).
ໂປດຊາບ: ຖ້າວ່າ ທ່ານເວົ້າພາສາ ລາວ,ການບໍລິການຊ່ວຍເຫຼືອດ້
ານພາສາ, ໂດຍບໍ່ເສັຽຄ່າ, ແມ່ນມີພ້ອມໃຫ້ທ່ານ. ໂທຣ 1-800-565-9140
(TTY: 1-800-848-0298).
ማስታወሻ: የሚናገሩት ቋንቋ ኣማርኛ ከሆነ የትርጉም እርዳታ ድርጅቶች፣ በነጻ ሊያግዝዎት ተዘጋጀተዋል፡ ወደ ሚከተለው
ቁጥር ይደውሉ 1-800-565-9140 (መስማት ለተሳናቸው: 1-800-848-0298).
ACHTUNG: Wenn Sie Deutsch sprechen, stehen Ihnen kostenlos sprachliche
Hilfsdienstleistungen zur Verfügung. Rufnummer: 1-800-565-9140
(TTY: 1-800-848-0298).
સુચના: જો તમે ગુજરાતી બોલતા હો, તો નિ:શુલ્ક ભાષા સહાય સેવાઓ તમારા માટે ઉપલબ્ધ છે. ફોન કરો
1-800-565-9140 (TTY:1-800-848-0298)
注意事項：日本語を話される場合、無料の言語支援をご利用いただけます。
1-800-565-9140 (TTY:1-800-848-0298) まで、お電話にてご連絡ください。
PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga serbisyo
ng tulong sa wika nang walang bayad. Tumawag sa 1-800-565-9140
(TTY:1-800-848-0298).
ध्यान दें: यदि आप हिंदी बोलते हैं तो आपके लिए मुफ्त में भाषा सहायता सेवाएं उपलब्ध हैं।
1-800-565-9140 (TTY:1-800-848-0298) पर कॉल करें।
ВНИМАНИЕ: Если вы говорите на русском языке, то вам доступны бесплатные
услуги перевода. Звоните 1-800-565-9140 (телетайп: 1-800-848-0298).
 با. تسهیالت زبانی بصورت رایگان برای شما فراهم می باشد، اگر به زبان فارسی گفتگو می کنید:توجه. تماس بگیرید. 1-800-565-9140 (TTY:1-800-848-0298)
ATANSYON: Si w pale Kreyòl Ayisyen, gen sèvis èd pou lang ki disponib gratis pou
ou. Rele 1-800-565-9140 (TTY: 1-800-848-0298).
UWAGA: Jeżeli mówisz po polsku, możesz skorzystać z bezpłatnej pomocy
językowej. Zadzwoń pod numer 1-800-565-9140 (TTY: 1-800-848-0298).
ATENÇÃO: Se fala português, encontram-se disponíveis serviços linguísticos, grátis.
Ligue para 1-800-565-9140 (TTY: 1-800-848-0298).
ATTENZIONE: In caso la lingua parlata sia l’italiano, sono disponibili servizi di
assistenza linguistica gratuiti. Chiamare il numero 1-800-565-9140
(TTY: 1-800-848-0298).
D77 baa ak0 n7n7zin: D77 saad bee y1n7[ti’go Diné Bizaad, saad bee
1k1’1n7da’1wo’d66’, t’11 jiik’eh, 47 n1 h0l=, koj8’ h0d77lnih 1-800-565-9140
(TTY: 1-800-848-0298).
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